3apeructpupoBano B Muntocte Poccun 14 mas 2013 r. N 28375

OEAOEPAJIbHAA CNTYXBA MO TEXHUYECKOMY U SKCMOPTHOMY KOHTPOIJIO

NMPUKA3
ot 18 cheBpansa 2013 r. N 21

Ob YTBEPXAOEHUN COCTABA U COOEPXAHUA
OPIrAHU3ALUMNOHHbLIX U TEXHUYECKUX MEP NO OBECINEYEHUIO
BE3OMACHOCTU NEPCOHAJIbHbIX AAHHbLIX NMPU UX OBPABOTKE
B MH®OPMALIMOHHbLIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CHHcoK U3MEHSIOIUX IOKYMEHTOB
(8 pen. ITpukazop ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B cooTtBercTBUU ¢ yacThio 4 crathk 19 denepanbHoro 3akona ot 27 urons 2006 r. N 152-
®3 "O nepconanbHbIx AaHHBIX" (CoOpanue 3akoHomaTenbcTBa Poccuiickoit deneparuu, 2006,
N 31, crt. 3451; 2009, N 48, cT. 5716; N 52, c1. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, cT.
4196; N 49, ct. 6409; 2011, N 23, cr. 3263; N 31, ct. 4701) u Ilonoxenuem o denepaibHOI
cinyx0e Mo TEeXHHYECKOMY U JKCIOPTHOMY KOHTPOJIO, YTBEpXkKACHHbIM Ykasom llpe3unmenta
Poccuiickoit ®eneparun ot 16 aBrycra 2004 r. N 1085 (Cobpanue 3akoHOJAaTeIbCTBA
Poccuiickoit @enepaunn, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N
47, ct. 5431; 2012, N 7, ct. 818), mpukassIBato:

1. YTBepauth npuiaraembie COCTaB U CoJIepyKaHUE OPraHU3ALMOHHBIX U TEXHUYECKUX MEp
1o o0ecrieyeHnIo 0€30MacHOCTH MEPCOHANIBHBIX JTAHHBIX IIPU UX 00paboTKe B MH(POPMALIMOHHBIX
cucTeMax NepCOHAIbHbBIX JAHHBIX.

2. Ilpuznate yrpatuBmmm cuiry npukaz @CTIK Poccun ot 5 dpespanst 2010 r. N 58 "O6
yTBepkaeHnH [lonoxkeHust o MeTojax MU crnocobax 3amuThl HHGOpMaLKUU B HH(OPMAIIMOHHBIX
cucTeMax MepcOHANbHBIX JaHHBIX" (3apeructpupoBad MuntoctoMm Poccun 19 despans 2010 r.,
peructpaunoHHbld N 16456).

Hupekrop

DdenepanbHO CyKObI IO TEXHUYECKOMY
U DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

YTBepKICHBI
npukazoM ®CTIK Poccun
ot 18 ¢espans 2013 r. N 21


https://login.consultant.ru/link/?req=doc&demo=2&base=LAW&n=215942&dst=100005&field=134&date=23.06.2024
https://login.consultant.ru/link/?req=doc&demo=2&base=LAW&n=356817&dst=100006&field=134&date=23.06.2024
https://login.consultant.ru/link/?req=doc&demo=2&base=LAW&n=439201&dst=100384&field=134&date=23.06.2024
https://login.consultant.ru/link/?req=doc&demo=2&base=LAW&n=461502&dst=100043&field=134&date=23.06.2024
https://login.consultant.ru/link/?req=doc&demo=2&base=LAW&n=97942&date=23.06.2024

COCTAB U COOAEP>XXAHUE
OPIrAHU3ALUMNOHHbLIX U TEXHUYECKUX MEP NO OBECINEYEHUIO
BE3ONACHOCTU NEPCOHAJIbHbIX OAHHbLIX NMPU NX OBPABOTKE
B UH®OPMALIMOHHbLIX CUCTEMAX NMEPCOHAJIbHbIX AAHHbIX

CHucoK U3MEHSIOIMUX TOKYMEHTOB
(8 pexn. ITpukazop ®CTIK Poccum ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

. O6wme nonoxeHusa

1. Hacrosmuii nokyMeHT pa3paboTaH B COOTBETCTBHM C YacTblo 4 cratbu 19
®epnepanpHoro 3akoHa ot 27 utons 2006 r. N 152-03 "O nepconanbubix AaHHbIX" (CoOpanue
3akoHoaarenbcTBa Poccuiickoit @enepanun, 2006, N 31, ct. 3451; 2009, N 48, ct. 5716; N 52,
cT. 6439; 2010, N 27, c1. 3407; N 31, ct. 4173, c1. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263;
N 31, ct. 4701) 1 ycraHaBIuBaeT COCTaB U COJIEP)KaHNE OPraHU3aLMOHHBIX U TEXHUYECKUX MEP
1o o0ecrieyeHnI0 0€30MacHOCTH MEPCOHANIBHBIX JTAHHBIX MTPU UX 00paboTKe B MHPOPMALIMOHHBIX
cHUCTeMaxX TMEpPCOHANBHBIX JaHHBIX (Jasee - Mepbl 1o o0ecrmeueHHio 0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX) JJIS KKIOTO M3 YPOBHEH 3alMINEHHOCTH HEPCOHAIBHBIX JaHHBIX,
YCTAHOBIICHHBIX B TpeOOBaHUSAX K 3allUTe MEPCOHAIBHBIX MTAHHBIX NpU UX 00paboTke B
UHPOPMALIMOHHBIX CHUCTEMax [EPCOHAJBHBIX JAaHHBIX, YTBEPXKICHHBIX IOCTAHOBICHHEM
[IpaButensctBa Poccuiickoit Peneparuun or 1 HosOps 2012 1. N 1119 (CoGpanue
3akoHoaarenbcTBa Poccuiickoit denepanuu, 2012, N 45, ct. 6257).

Mepsl 10 obecrieueHno 6€30MacHOCTH MEPCOHATBHBIX JAHHBIX TPUHUMAIOTCS IS 3aIIUThHI
MEPCOHAJIbHBIX JAHHBIX OT HEMPABOMEPHOIO WM CIY4alHOIO JOCTYyNa K HUM, YHUUYTOXKECHUS,
W3MEHEHUs, OJOKUPOBAHUS, KOMMUPOBAHUS, MPEIOCTABICHHS, PACIIPOCTPAaHEHHUs TIEPCOHATBHBIX
JTAHHBIX, & TAK)KE OT MHBIX HETIPABOMEPHBIX JIEUCTBUI B OTHOIIICHUHU MTEPCOHATIbHBIX JaHHBIX.

B HacTosmeM JOKyMEHTE HEe pacCMaTpHBAIOTCA BOIPOCHI OOecredeHus Oe30MacHOCTH
NEPCOHAIBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSAKE K CBEJIEHUSM, COCTABIISIOIIUM
rOCy/IapCTBEHHYIO TallHy, a TaKKe€ Mepbl, CBSI3aHHbIE C TNPHUMEHEHUEM MHU(POBATIBHBIX
(xpunrorpau4ecKnx) CpeACTB 3alIUThI UHPOPMALIUH.

2. be3onacHOCTh MEPCOHATBHBIX JTAHHBIX MPH UX 00paboTKe B MH(GOPMALIMOHHON cUcTEME
NEPCOHAIBHBIX JaHHBIX (Jajsee - MHQOpPMAIMOHHAs cHucTeMa) oOecreurMBaeT OINepaTrop WU
JUI0, OCYIIECTBIsIONIEe OOpabOTKY IMEpPCOHAJIbHBIX JAHHBIX [0 MOPYYEHHUIO olepaTopa B
COOTBETCTBUU C 3aKOHOJIaTeNbCTBOM Poccuiickoit denepannm.

Jlnist BeITTONTHEHMST paboT MO 00eCIIeYeHU 0 OE30MaCHOCTH MEePCOHATBHBIX JaHHBIX MPH WX
00paboTke B MH(GOPMAIIMOHHONW CHCTEME B COOTBETCTBHMU C 3aKOHOJATEIBCTBOM Poccuiickoi
deneparii MOTYT TIPHUBIEKAThCSI Ha JOTOBOPHOW OCHOBE IOPHAMYECKOE JIMIO WIIH
WH/IMBUIYAIGHBIA TTPEIIPUHUMATENh, UMEIOIINE JIMIIEH3UIO Ha JICATEIIEHOCTh M0 TEXHUYECKOH
3a1uTe KOHPHUIEHIMAIbHON HHPOpMAIUH.

3. Mepsl 1o obecrieueHnt0 6€30MacHOCTH NEPCOHABHBIX JAHHBIX PEATU3YIOTCS B paMKax
CUCTEMBI 3alUTHl MEPCOHAIbHBIX JaHHBIX, CO3/1aBa€MOIl B COOTBETCTBUU C TpeOoBaHUSAMU K
3al[UTe T[EpPCOHATBHBIX JIAaHHBIX 0pU HUX 00paboTke B MH(POPMALMOHHBIX CHCTEMax
MIEPCOHANIBHBIX JIAHHBIX, YTBEPKJICHHBIMU nocTaHOBiIeHHEM IIpaBurtenscTBa Poccuiickoin
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®Oenepanmu ot 1 HOsAOps 2012 r. N 1119, u gomkHBI OBITH HAMpPAaBJICHBI Ha HEHUTpATU3AIHIO
AKTyaJIbHBIX yIpo3 0€30MacHOCTH MEPCOHATIBHBIX TaHHBIX.

4, Mepbl o obOecrnedyeHnro 0e30IacHOCTH MNEPCOHATIPHBIX JaHHBIX PCAIM3YHOTCA B TOM
YHUCIIE MOCPEACTBOM IIPUMEHCHUSA B HH(bOpMaHHOHHOﬁ CHUCTEME CPCACTB 3alIUTHI I/IH(l)OpMaI_II/II/I,
mpomeannx B YCTAHOBJICHHOM MOPAAKE IMPOUEAYPY OLHCHKH COOTBETCTBHA, B CllydasdX, Korjga
IMPUMEHCHUEC TaAKUX CPECIACTB H606XOI[I/IMO JJIA HCfITpaJ'IPIBaHHH AKTYaJIbHBIX YI'pO3 0e30macHOCTH
NEPCOHATIPHBIX TaHHBIX.

Koncynprantllntoc: npumeuanue.
Hywmeparus myHKTOB JaHa B COOTBETCTBUU C O(DUIIMATHLHBIM TEKCTOM JIOKYMEHTA.

6. Ouenka 3¢(HEeKTUBHOCTH PEATM30BAHHBIX B PAMKaxX CHCTEMbI 3aIUTHl TIEPCOHATBHBIX
JIAHHBIX MEp 10 00CCIICUCHHIO OE30IaCHOCTH MEPCOHANBHBIX JAHHBIX MPOBOIAUTCS OIEPATOPOM
CaMOCTOSITCIbBHO WJIM C TIPUBJICYCHHUEM Ha JOTOBOPHOH OCHOBE HOPHAMYECKUX JHI[ U
WHAUBUAYAIbHBIX TPEINPUHUMATENCH, UMEIONINX JIMIEH3UIO HA OCYIIECTBICHUE ACITeIbHOCTH
0 TEXHUYECKOM 3ammTe KOH(PHICHIMAIbHOH HHPOpMAIMK. YKa3aHHAs OLICHKA IMPOBOJUTCS HE
peke 0HOTO pasza B 3 roja.

7. Mepbl o obecnieueHH0 0€30MMacCHOCTH NMEPCOHANBHBIX JAHHBIX MPHU UX 00pabOTKEe B
roCyIapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEMaX MPUHUMAIOTCSA B COOTBETCTBUU C TPEOOBAHUAMU
0 3amuTe MHGOpPMAIMU, COAEPXKAIIEHCS B TOCYJAapPCTBEHHBIX WH(MOPMAIMOHHBIX CHUCTEMaX,
ycranaBnuBaeMbiMu @CTOK Poccuu B mpeaenax cBOUX MOJTHOMOYHI B COOTBETCTBHH C HACThIO
5 crateu 16 denepanpHoro 3akona ot 27 wutons 2006 r. N 149-03 "O06 undbopmanuu,
MH(OPMALIMOHHBIX TEXHONOTHsAX W o 3amuTte uHopmarnuu" (CoOpaHHue 3aKOHOAATEIHCTBA
Poccuiickoit @enepaunn, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, ct. 2038; N
30, ct. 4600; 2012, N 31, cT. 4328).

Il. CocTtaB u cogepXxaHue Mep no obecneyeHnto 6e3onacHOCTH
nepcoHanbHbIX AAHHbLIX

8. B coctaB MEp 1o obecreueHnI0 0€30IaCHOCTH MEPCOHANIBHBIX NAHHBIX, PCATIU3YCMbIX B
paMKax CHUCTCMbI 3allIUThl IEPCOHAJIBHBIX HAHHBIX C YYC€TOM AKTYaJIbHBIX YI'pO3 0e30IMacHOCTH
MNEPCOHATIBHBIX TAHHBIX U IIPUMCHACMbBIX I/IH(I)OpMaI_II/IOHHLIX TCXHOHOFI/Iﬁ, BXOJAT:

UACHTUDUKALMS U ayTeHTU(UKAIUSA CyOBEKTOB JOCTYNa U 00BEKTOB AOCTYIIA;
yIIpaBJIeHUE JOCTYIOM CyOBEKTOB JOCTYIa K 00BEKTaM JI0CTYIIa;
OrpaHUUYEHUE MPOTPAaMMHON CPEJBI;

3alUTa MAIIMHHBIX HOCHUTENEeH WHQOpMAIMK, Ha KOTOPHIX XpaHATcAs W (Win)
0o0pabaThIBarOTCSl TEpCOHANbHBIC JaHHBIC (Jajiee - MAIIMHHBIE HOCUTENIH TEePCOHATBHBIX
JIAHHBIX );

peructpanus coobITHI 6€30MaCHOCTH;

AHTUBUPYCHAS 3aIINUTA;

oOHapyxeHue (IPeIOoTBPAICHIE) BTOPKEHUIA;

KOHTPOJIb (aHAIK3) 3AIIUIIEHHOCTH MePCOHANBHBIX TaHHBIX;

obecrnieucHUe OCJIOCTHOCTH HH(bOpMaI_IPIOHHOﬁ CHUCTCMBI U NICPCOHAIILHBIX JAHHBIX;


https://login.consultant.ru/link/?req=doc&demo=2&base=LAW&n=464157&dst=100158&field=134&date=23.06.2024
https://login.consultant.ru/link/?req=doc&demo=2&base=LAW&n=464157&dst=100158&field=134&date=23.06.2024

obecrneucHUe AOCTYIMHOCTH NCPCOHAJIBHBIX JaHHBIX;

3amuTa Cp€abl BUPTyaJlIn3aluun;

3a1uTa TCXHUYCCKUX CPEACTB,

3aiuTa HH(i)OpMaHHOHHOfI CHUCTEMBI, €€ CPEACTB, CUCTEM CBA3U U IIEPCAAYN JaHHBIX;

BBISIBIICHUEC HWHIIMJICHTOB (OJHOTO COOBITHS WJIM TPYIIBI COOBITHIA), KOTOPBIE MOTYT
MIPUBECTH K COOSIM MJTM HAPYIICHUIO (PYHKITMOHHPOBAHUS MH(GOPMAITMOHHONW CHCTEMBI M (MJIH) K
BO3HHUKHOBEHHUIO YIpo3 O€30MacCHOCTH TEPCOHAIBHBIX JaHHBIX (Jajiee - WHIUACHTHI), H
pearupoBaHue Ha HUX;

yrnpaBieHue KoHpurypamueil HMHOOPMALMOHHOW CHCTEMbl M CHCTEMbl  3alllUThI
MEPCOHAIBHBIX JaHHbBIX.

CocraB COOCPIKAaHUEC MCPp II0 obecrnieyeHn0 0€30MaCHOCTH INCPCOHAJIIBHBIX JaHHBbIX,
HGO6XO,I(I/IMHX JJIA obecreyeHus KaXXJa0ro us3 ypOBHCfI 3alIUINCHHOCTH IICPCOHAJIIBHBIX JAHHBIX,
MMPUBCACHLI B HPUJIOKCHUU K HACTOAIMIEMY JOKYMCHTY.

8.1. Mepbl 10 WACHTHUPUKAIMA W AyTCHTU(UKAUU CYOBEKTOB JIOCTyNa M OOBEKTOB
JIOCTyTa JOJDKHBI O0ECIeYHMBaTh MPHCBOCHHE CYOBEKTaM M OOBEKTaM JOCTYIA YHHKAJIBLHOTO
npu3Haka (MAeHTH(HUKATOpa), CPAaBHEHHUE MPEABABIAEMOro CyOBEKTOM (0OBEKTOM) JIOCTyIa
UICHTU(PUKATOPA C T[EPEYHEM TPUCBOCHHBIX HJICHTH()HKATOPOB, a TaKXKE MPOBEPKY
NPUHAISKHOCTH CYyOBeKTy (00BEKTy) JOCTyNa MpEeabsBICHHOIO UM HWIACHTH(PHUKATOpa
(moaTBEpKACHUE TIOITTAHHOCTH ).

8.2. Mepsl 1O yNpaBJIEHUIO JOCTYIIOM CYOBEKTOB JIOCTyNa K 00BEKTaM JOCTYIA JOJIKHbBI
o0ecrnieunBaTh YIpaBJICHHUE IpaBaMU U TNPHUBWIETUAMHU CYOBEKTOB JOCTYIA, pa3rpaHUYEHUE
JIOCTyTa CyOBEKTOB JJOCTYNAa K 00BEKTaM JIOCTyNa Ha OCHOBE COBOKYIMHOCTH YCTAHOBJICHHBIX B
MH(POPMALIMOHHOM CHUCTEME MpaBUJI pa3TpaHUYEHUs JIOCTYIIA, a TaKKe o0ecrneyrBaTb KOHTPOJIb
3a COOJII0JIEHNEM ATHUX MPAaBUIL.

8.3. Mepsbl 10 OrpaHUYEHHUIO0 MPOTPAMMHON Cpe/ibl JOJKHBI 00ecreunBaTh YCTAHOBKY U
(unM) 3amycK TOJNBKO pa3pelieHHOr0 K HCHOJb30BAHMIO B HMH(OPMAIMOHHOM cHCTEMe
IPOTPaMMHOI0 OOECIEeYeHHUs WM HCKIKYaTh BO3MOXKHOCTh YCTAaHOBKM M (MJIM) 3amycka
3aIMpeleHHOr0 K MCI0JIb30BaHHIO B HH(OPMAIIMOHHON CHCTEME IPOTPaMMHOI0 00ecreueHusl.

8.4. MepLI 10 3aIlIUTe MAIIMHHBIX HOCUTEIEH MEPCOHAJIBHBIX JAHHBIX (CpCI[CTB O6pa6OTKI/I
(XpaHeHI/ISI) INEPCOHAJIBHBIX JAaHHBIX, CbEMHbLIX MAIIMHHBIX HOCHUTENEH NEPCOHAJIBHBIX I[aHHI:IX)
JOJIKHBI UCKIIFOYAaTh BO3MOXKXHOCTh HCCAHKINUOHUPOBAHHOI'O AOCTYIIA K MAaIIMHHBIM HOCHUTCIISAM
U XpaHAoIUMCd Ha HHUX IICPCOHAJIBHBIM  JAHHBIM, a TaKXKC HCCAHKIIMOHHUPOBAHHOC
HCIIOJIb30BaHHE Ch€MHBIX MAIIMHHBIX HOCUTENEH NEPCOHANIBHBIX JaHHBIX.

8.5. Mepsl o peructpanuu COOBITUI 0€30MaCHOCTH JOHKHBI 00ecrednBaTh cOOp, 3aMHUCh,
XpaHeHHe U 3aluTy UHpopMamuu o0 cOOBITHSIX 0e30MacHOCTH B MH(POPMAIIMOHHON cucTeMe, a
Tak)Ke BO3MOXKHOCTh IPOCMOTpPA M aHalmu3a WH(OPMAIIMK O TAKUX COOBITHSX U pearnpoBaHUe Ha
HUX.

8.6. Mepbl 1O aHTHUBUPYCHOM 3aliuTe JOJDKHBI oOOecreyuBaTh OOHApYyXKEeHHE B
UHPOPMALIMOHHOM  CHUCTeME KOMIIBIOTEPHBIX HporpaMM JHOO HWHOW  KOMIBIOTEPHOMH
uHpOpMaLMY, TPEAHA3HAYCHHON A1 HECAHKIIMOHUPOBAHHOTO YHHUYTOXEHUS, OJIOKUPOBAHMS,
MOIU(UKAIMH, KONMMPOBAHUS KOMIBIOTEPHOH HH(POPMALMK WM HEHTpalu3alui CpeicTB
3alUThl UH(QOPMAIINH, a TAKXKE pearupoBaHue Ha OOHapY)KEHUE STUX MPOTrpaMM U MH(OpMAIUH.



8.7. Mepsl mo oOHapykeHUIO (MIPEIOTBPALICHUIO) BTOPKEHUH MOKHBI 00ECIednBaTh
oOHapyKeHHe  JCWCTBUH B  WHPOPMALMOHHOW  CHCTEME,  HAlpaBICHHBIX  Ha
HECAHKIIMOHMPOBAHHBIA ~ JOCTYNl K  WH(pOpMAIMM,  CHEHHATbHBIE  BO3JCHCTBUS  Ha
UHPOPMALIMOHHYIO CHCTeMy W (WIM) TIepCOHANBHBIC JAHHBIE B IENAX JIOOBIBaHHUSA,
YHUYTOKCHUS, MCKAXKCHUS M OJIOKMPOBAHMS JIOCTYNIa K TEPCOHAIBHBIM JIaHHBIM, a TaKKe
pearupoBaHue Ha ITH JCHCTBUSI.

8.8. Meppl Mo KOHTPOJIO (aHAIW3Y) 3alIUIIEHHOCTH MEPCOHANBHBIX NAHHBIX JOJKHBI
o0OecrieunBaTh KOHTPOJIb YPOBHS 3aIIMIIEHHOCTH MEPCOHAIBHBIX JIaHHBIX, 00pabaThIBAEMBIX B
MH(OPMALIMOHHON CUCTEME, MyTeM IPOBEIEHUSI CUCTEMATHUYECKUX MEPONPUATUN MO aHATU3Y
3alUIIEHHOCTH HWH()OPMALMOHHOW CUCTEMBl M TECTUPOBAHHUIO PAOOTOCIIOCOOHOCTH CHUCTEMBI
3alUThI IEPCOHAIBHBIX JaHHBIX.

8.9. Mepnl no obecrneyeHno 1eJ0CTHOCTH UH(POPMALIMOHHOM CHUCTEMbI U MEPCOHANbHBIX
JaHHBIX JOJDKHBI oOecreunBaTh OOHapykeHHe (aKTOB HECAHKIMOHHUPOBAHHOTO HapYyIICHUS
LEJIOCTHOCTH MH(POPMAIMOHHON CHCTEMBI U COJIEPXKALUXCS B HEW MEPCOHANBHBIX IaHHBIX, a
TaKk)K€ BO3MOXXHOCTh BOCCTAHOBJICHHSI MH(POPMAIIMOHHON CHCTEMBI M COJEpKalIMXCsi B HEU
MEPCOHAIBHBIX JaHHBIX.

8.10. Mepbl 1o 0OECHEYECHUIO JIOCTYMHOCTH TMEPCOHANBHBIX JAHHBIX JIOJDKHBI
o0OecrieunBaTh aBTOPU30BAHHBIA JIOCTYN IMOJIb30BaTENe, MMEIOMIMX IIpaBa MO JOCTYIy, K
MEPCOHAIBHBIM JaHHBIM, COJIEPKAIIMMCS B MH()OPMAIMOHHON CHCTEME, B IITAaTHOM pPEXUME
GbyHKIIMOHUPOBaHUS HUH()OPMALIMOHHON CUCTEMBI.

8.11. Meppl 1o  3amure  cpelpl  BUPTyadM3alMM  JOJDKHBl  MCKIIIOYATh
HECAHKIIMOHUPOBAHHBIA JTOCTYI K MEPCOHAIBHBIM JIaHHBIM, 00pabaThiBa€MbIM B BUPTYaJbHOU
UHPPACTPYKTYpe, U K KOMIOHEHTaM BUPTYalIbHON MHQPACTPYKTYphl U (WIM) BO3JEHcCTBUE Ha
HUX, B TOM YHCJIE€ K CpEACTBaM YIIpaBJIEHUs BHUPTYyalbHOH HMHOPACTPyKTypoH, MOHHUTODPY
BUPTYaJIbHBIX MAIUH (TUIIEPBU30PY), CUCTEME XPAaHEHMs JIaHHBIX (BKJIIOYasi CUCTEMY XpaHEeHHUs
0o0pa3oB BHUPTyaJbHOM HMH(QPACTPYKTyphl), CETH TMepelauyd JaHHbIX Yepe3 3JIEMEHTHI
BUPTyaJbHOW WM (U3NYECKOH HMHPPACTPYKTYpbl, T'OCTEBBIM OIEPALMOHHBIM CHUCTEMaM,
BUPTYaJIbHBIM MalIMHAM (KOHTEHHepaM), CUCTEME U CETH PeIUIMKALUH, TePMUHAIBHBIM U
BHUPTYaJIbHBIM YCTPONCTBaM, a TAaK)K€ CHUCTEME PE3EPBHOIO KOIHMPOBAHUS U CO3/1aBAEMBIM €IO
KOIUSIM.

8.12. MepH Io 3alIuTe TCXHUYCCKUX CpcaAcCTB JOJIDKHBI HCKJIIOYaTb
HecaHKHI/IOHI/IpOBaHHHﬁ AOCTYII K CTAlITMOHAPHBIM TCXHUYCCKUM CPCACTBAM, O6pa6aTBIBaI-OH_[I/IM
MEPCOHAIBHBIC NAHHBIC, CPEACTBAM, O6CCHC‘II/IBaIOH_II/IM q)YHKLII/IOHI/IpOBaHI/Ie PIH(I)OpMaI_II/IOHHOP’I
CHUCTCMBI (J:[aﬂee - CpeAcCTBa obecreueHus (I)YHKI_II/IOHI/IpOBaHI/IH), U B IIOMCHICHUA, B KOTOPBIX
OHU TIOCTOAHHO PACIIOJIOKCHBI, 3alllUTY TCXHHUYCCKUX CPCACTB OT BHCHIHHUX BOS,Z[CI\/'ICTBI/II\/'I, a
TAKXKXC 3alllUTy TMNCPCOHAJIBHBIX JaHHBIX, MPCACTABJICHHBIX B BHIC I/IH(I)OpMaTI/IBHLIX
SJICKTPUYCCKUX CUTHAJIOB U (I)I/I3I/I‘-ICCKI/IX MOJIEH.

8.13. Mepsl 110 3anuTe HHPOPMAIIMOHHOM CUCTEMBI, €€ CPEIICTB, CUCTEM CBSI3H U Mepeladn
JAHHBIX JOJDKHBI 00ECHEeYMBaTh 3allMTy [EPCOHAIBHBIX JAHHBIX TPU B3aUMOJICHCTBHUU
UHPOPMAIIMOHHON CUCTEMbl WM €€ OT/ACIbHBIX CETMEHTOB C HMHBIMH WH(GOPMAIMOHHBIMH
cucTeMaMy U UH(OPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIMHA CETSAMHU MOCPEJICTBOM TPUMEHECHUS
ApPXUTEKTYpbl WH(POPMAIIMOHHON CHUCTEMbl W TIPOCKTHBIX pEIICHWH, HaIpaBICHHBIX Ha
obecrnievueHre OE30MaCHOCTH MEPCOHATBHBIX TAHHBIX.

8.14. MCpBI 110 BBIABJICHHUIO UHIIUJACHTOB U pCarupOBaHUIO HAa HUX OOJI’KHBI o0ecrneunBaTh
O6H&py>KCHI/IC, I/I)ICHTI/I(I)I/II(aL[I/IIO, aHaJIM3 MHIOWIACHTOB B HH(I)OpMaHHOHHOﬁ CHUCTEME, a TAKXC
MPUHATHUEC MEP IO YCTPAHCHUTIO U MPECAYIIPCIKACHUIO NHIUACHTOB.



8.15. Mepsl no ympaBiieHUI0 KOH(puUrypanueil nHGOPMAIMOHHONH CHUCTEMbl U CHCTEMBI
3allUThl TEPCOHAIBHBIX JAHHBIX JIOJDKHBI 00€CHeunMBaTh  yNpaBIEHUE H3MEHEHUSIMU
KOHpUrypauuu HH(MOPMALMOHHOW CHCTEMBl M CHCTEMBbl 3aIUThl IEPCOHAIBHBIX JAHHbIX,
aHaM3 IOTEHUMAJIBHOIO  BO3JEHCTBHMS IUIAHMPYEMBIX H3MEHEHMH Ha obecrieyeHue
0€30I1aCHOCTH NIEPCOHAIBHBIX JAHHBIX, a TAK)XKE JOKYMEHTUPOBAHUE ITUX U3MEHEHUH.

9. BH60p MCp IIO obecrneyeHUI0 0E30MaCHOCTH IEPCOHATIBHBIX OaHHBIX, ITOJICKAIIUX
pcainsanuun B HH(bOpMaHHOHHOﬁ CUCTEME B paMKaX CHUCTEMBI 3alllMThI IICPCOHAIBHBIX JaHHBIX,
BKJIFOYACT:

OIIPECACIICHUC 06a3oBoro Ha6opa MECp II0 oOecreyeHn0 0e30IacHOCTH IMEPCOHAIIBHBIX
JaHHBIX IJIA YCTaHOBJICHHOI'O YPOBHS 3alIMIICHHOCTH II€PCOHAIIBHBIX JaHHBIX B COOTBETCTBUU C
0a30BBIMU Ha60paMI/I MEp 110 obecrneueHHI0 0E€30MaCHOCTH IIEPCOHATIBHBIX  JAaHHBIX,
IMPUBCACHHBIMHA B IIPUJIOKCHHUHU K HACTOAIIEMY JOKYMCHTY,

ajanTanuo 0a30BOro Habopa Mep Mo 00ECIEYCHUIO OE30MACHOCTH MEPCOHABHBIX JTaHHBIX
C YYETOM CTPYKTYypHO-(QYHKIIMOHAIBHBIX XapPaKTEPUCTHK HH(POPMAIMOHHOW CUCTEMBI,
UHPOPMALIMOHHBIX  TEXHOJOTHH, OCOOCHHOCTEW (YHKIIMOHMPOBAaHUS HH(OPMAIMOHHON
CHCTEMBI (B TOM YHUCIIC HCKIIIOUCHHE U3 0a30BOro Habopa Mep, HEIMOCPEACTBEHHO CBS3aHHBIX C
UH(POPMALIMOHHBIMA TEXHOJIOTHSIMHU, HE HCIIOJIb3yeMbIMH B HH(DOPMAIMOHHOW CHCTEME, WU
CTPYKTYPHO-(DYHKIIMOHAIBHBIMUA XapaKTEPUCTHKAMU, HE CBOWCTBEHHBIMH HH(OPMAIIMOHHON
cucreme);

YTOUHCHHUC aJalITUPOBAHHOI'O 0a3oBoro Ha6opa MCp 11O obecrneyeHn0 0€30I1aCHOCTH
MEPCOHAJIBHBIX NAHHBIX C YYCTOM HC BbI6paHHBIX paHeC MCpP, MMPUBCACHHLIX B HNPUJIOXKCHHUHN K
HACTOAIICMY JOKYMCHTY, B PpPE3YJbTATC UYEro OIpCeACIIIIOTCA MCPBI 110 o0ecIeYeHnIo
0€e30I1aCHOCTH IECPCOHAJIbHBIX JaHHbIX, HAIIPABJICHHLIC Ha HeﬁTpaHHSaHI/IIO BCCX AKTYAJIbHBIX
yrpos 0e30ITacCHOCTH NEPCOHANIBHBIX NAHHBIX JJIS KOHKpGTHOfI I/IH(I)OpMaI_II/IOHHOI\/'I CUCTCMBI,

AOMOJIHCHHUE YTOYHCHHOIO aAallTUPOBAHHOI'O 0a30BOro Ha60pa MCp 110 00eCIIeYeHHIO
0e30ImacHOCTH IEPCOHAJIbHBIX JaHHBIX MCpPAMU, O6CCHC‘-II/IB8.IOIJ_II/IMI/I BBITIOJTHCHHUC Tpe60BaHPII>i K
3alIUTC MEPCOHATIBHBIX NAHHBIX, YCTAHOBJICHHBIMU WHBIMU HOPMATHBHBIMU ITPABOBBIMH aKTaMH
B 001acTH oOecIieueHns 0€30IMacHOCTH NEPCOHANIBHBIX TAHHBIX U 3alIUThI I/IH(l)OpMaLII/II/I.

10. Ilpu HEBO3MOXHOCTM TEXHMUYECKOH peanu3aliu OTAETbHBIX BBIOPAHHBIX MeEp IO
oOecrieueHnI0 O€30MacCHOCTH TMEePCOHANBHBIX MaHHBIX, a TaKXKe C yYEeTOM JKOHOMHUYECKON
[[eJIecO00pa3HOCTH Ha JTamax ajanTanuu  0a3oBoro Habopa Mep H (WIHM) YTOYHEHHS
aJanTUPOBaHHOTO 0a30BOTO Habopa Mep MOTYT pa3pabaThiBaThCsl WHBIE (KOMIIEHCUPYIOIIUE)
Mepbl, HalmpaBieHHbIE HAa HEUTpaIH3alUio0 aKTyalbHBIX YTpo3 O€30MacHOCTH MEePCOHATBHBIX
JaHHBIX.

B sTom cjIydac B XO/¢€ p8.3pa6OTKI/I CHUCTCMbI 3allUTBHI MEPCOHAJBHBIX NAHHBIX JOJIZKHO
OBITh IMPOBCACHO 000CHOBaHHUE MNPUMCHCHUA KOMIICHCUPYHOIIUX MCEp IJIA obecneueHust
0e30ImacHOCTH INEPCOHAJIbHBIX NaHHbIX.

11. B ciydae ompezneneHust B COOTBETCTBUM ¢ TpeOoBaHUsIMM K 3aIlUTE MEPCOHATBHBIX
npu ux o6paboTke B MH(YOPMAIMOHHBIX CHCTEMax MEPCOHAIbHBIX JAHHBIX, YTBEPKICHHBIMU
nocraHoBieHueM [lpaBurensctBa Poccuiickoit ®@enepauuu ot 1 Hoa6ps 2012 r. N 1119, B
KayecTBE AaKTyalbHbIX Yyrpo3 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX 1-TO M 2-TO THIIOB
JIOTIOJTHUTEILHO K MepaM 110 00ecredeHn o Oe30MaCHOCTH MEePCOHATIBHBIX JAHHBIX, YKa3aHHBIM B
IYHKTE 8 HACTOSAIIETO JOKYMEHTA, MOTYT IPUMEHSTHCS CIEAYIOLINE MEPBI:
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MPOBEpKAa CUCTEMHOr0 M (WJIM) TMPHUKIATHOTO MPOTrpaMMHOrO oOecreueHHsl, BKIIIOYast
IIPOrPaMMHBIM KOJl, HA OTCYTCTBHE HENCKJIAPUPOBAHHBIX BO3MOKHOCTEH C HCIOJb30BaHUEM
aBTOMAaTU3UPOBAHHBIX CPEACTB U (MIK) 0€3 UCTI0Ib30BaHUs TAKOBBIX;

TECTUPOBAHUC I/IH(I)OpMaLII/IOHHOfI CHUCTEMbI HAa IIPOHUKHOBCHH,

UCIOJIb30BaHWE B HH(OPMALMOHHOW CHCTEME CHCTEeMHOTo H (WIM) MPHUKIAJAHOTO
IpPOrpaMMHOro oOecredyeHus, pa3paboTaHHOrO C KCIOJb30BAHUEM METOJOB 3alIUIIEHHOTO
IPOrPaMMHUPOBAHUS.

12. TexHHWYeCKHE MEpbl 3alIUThl MEPCOHAIBHBIX JAHHBIX PEATUIYIOTCS IOCPEICTBOM
NPUMEHECHUS CPEJICTB 3allMThl HMH(pOpPMAIHMH, B TOM YHCJIC MPOrPAMMHBIX (TIPOrpaMMHO-
anmapaTHbiX) CPEICTB, B KOTOPBIX OHH PEAIM30BaHbI, MMECIOIIUX HEOOXOIMMbIC (YHKIIUU
0€30I1aCHOCTH.

[Ipu wucnonb3oBaHMM B  HHPOPMAIMOHHBIX CHCTEMaX CEpTU(GUIMPOBAHHBIX IO
TpeOoBaHUsM 6€30MacHOCTH HH(OPMALIUU CPENICTB 3aLTUTHI HHPOPMAIUH:

B I/IH(bOpMaI_II/IOHHLIX cucremax 1 YPOBHA 3alIMIICHHOCTH IICPCOHAIIBHBIX JAHHBIX
MMPUMCHAIOTCA CPCACTBA 3allIUThI I/IH(bOpMaLII/II/I He Hmke 4 knacca u 4 YPOBH OOBEPUs, a TAKIKC
cpeacrBa BBIYMCIIMTEIILHON TEXHUKH HE HIKE 5 KJ1acca,

(B pen. IIpukaza ®CTIOK Poccuu ot 14.05.2020 N 68)

B MH(POPMAMOHHBIX CHCTEMax 2 YpPOBHS 3allMIICHHOCTH TEPCOHANBHBIX JIaHHBIX
IPUMEHSIIOTCS] CPEJICTBA 3alUThl HTHPOPMALMU HE HUXKE 5 Kiacca U 5 YPOBHsI OBEpHs, a TaKkKe
CpECTBA BBIUNCIUTEIBHON TEXHUKHU HE HMKE 5 KJlacca;

(B pen. Ipukaza ®CTIK Poccuu ot 14.05.2020 N 68)

B HH(bOpMaLII/IOHHLIX cucrteMax 3 YPOBHA 3alIMIICHHOCTH TICPCOHAJIBHBIX JAHHBIX
MMPUMCHAIOTCS CPpECACTBA 3AIIUTHI I/IH(I)OpMaLII/II/I 6 xnacca u 6 YPOBHA OOBCPUSA, 4 TAKKE CPCACTBA
BBIYMCIIMTEIILHON TEXHUKHU HE HUXKE 5 KJ1acca,

(B pexn. Ipukaza ®CTOK Poccuu ot 14.05.2020 N 68)

B HH(OpPMAIMOHHBIX CcHCTeMax 4 YpOBHS 3allMIIEHHOCTH MEPCOHANbHBIX JAHHBIX
IMPUMEHSIIOTCS CPECTBA 3alUThl HH(popMaLnu 6 Kiaacca U 6 ypoBHS TOBEpHUs, a TAK)KE CPE/ICTBA
BBIYMCIIMTENILHON TEXHUKN HE HHKE 6 Kitacca.

(B pen. Ipukaza ®CTIK Poccuu ot 14.05.2020 N 68)

Kiaccel 3amiuTsl ONpenensoTcss B COOTBETCTBUM ¢ HOPMAaTUBHBIMU IPAaBOBBIMHM aKTaMH,
U3JJaHHBIMU B COOTBETCTBHMHM ¢ noanyHkToM 13.1 nynkra 8 Ilonoxenus o denepanbHoii ciayxoe
[0 TEXHUYECKOMY H DOKCIIOPTHOMY KOHTpPOJIO, YTBEp)KIeHHOro Yka3zom Ilpe3unenta
Poccuiickoit @denepanuu ot 16 aBrycra 2004 r. N 1085.

VYpoBHM J0BepUs YCTaHABIMBAIOTCA B COOTBETCTBUU ¢ TpeGoBaHMAMHU MO O€30MaCHOCTH
UHPOPMALIMY, YCTAaHABIMBAIOIIMMH YPOBHM JIOBEPUS K CpPEICTBAM TEXHHUYECKOH 3alluThl
uHpOpMallMM M CpeacTBaM obOecreyeHus 0e30MacHOCTH WH(GOPMAIMOHHBIX TEXHOJIOTHH,
yrBepxkaeHHbIMU TIpuKazoM PCTOK Poccun ot 30 wumromst 2018 r. N 131 (3aperucrpupoBan
Muntoctom Poccun 14 Hosi6ps 2018 r., peructpannonssiii N 52686).

(a63arm BBeneH Ipukazom @CTIK Poccun ot 14.05.2020 N 68)

[Ipn ucnonp3oBaHUM B HH(GOPMALMOHHBIX CHCTEMax CpPEICTB 3alUThl HH(OpMauu,
cepTu(UIUPOBaHHBIX MO TpeOOBaHUSAM O€30MacHOCTH HWH(OPMALUK, YKa3aHHbIE CpEICTBa
JIOJDKHBI ~ OBITh  CepTU(GHUIMPOBAHBI HAa COOTBETCTBHUE 00s3aTE€IBbHBIM TPeOOBAHUAM IO
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0€e301macHOCTH I/IH(I)OpMaI_[I/II/I, YCTAaHOBJICHHBIM HOPMATHWBHBIMH IIPpaBOBBIMU aKTaMH, HIIN
Tpe6OBaHI/I${M, YKa3aHHbIM B TEXHUYECKHUX YCIIOBUAX (3aIlaHI/I${X 110 6630HaCHOCTI/I).

OyHKIMM  0€30MacHOCTH  CPEJCTB  3allUThl  MH(pOpManuu JOHKHBI  00eCreynuBaTh
BBITIOJIHEHHE MEpP MO OOECIEUYCHHIO O€30MaCHOCTH IMEPCOHANBHBIX JAHHBIX, COACPIKAIIUXCS B
HACTOSIIIEM JIOKYMEHTE.

AG3ar yrpatun cuiy ¢ 1 saBapst 2021 rona. - [Ipukaz ®CTOK Poccun ot 14.05.2020 N
68.

(m. 12 B pen. Ipukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. Ilpu wucnosb30BaHMM B HH(GOPMAIMOHHBIX CHUCTEMaxX HOBBIX MH()OPMAIIMOHHBIX
TEXHOJIOTUI U BBISBICHUH JIONOJHUTEIBHBIX yIpo3 0€30MaCHOCTH NMEPCOHANBHBIX JaHHBIX, JUIS
KOTOPBIX HE ONpEeAeNCHBl MEpbl OOecredeHHus UX Oe30MacHOCTH, IOJDKHBI pa3pabaThIBaThCS
KOMIIEHCUPYIOIINE MEPbl B COOTBETCTBUU C IIYHKTOM 10 HACTOSILEr0 JOKYMEHTA.

[Ipunoxxenne

k CocTaBy U COACPIKAHUIO
OpPTaHU3AIMOHHBIX U TEXHHYECKUX
Mep 10 00eCTIeYeHUI0 OE30MTaCHOCTH
NIEPCOHAIBHBIX JaHHBIX MTPH UX
00paboTke B HH(POPMAITHOHHBIX
crcTeMax NMepCOHATBHBIX JaHHBIX

COCTAB U COOEP>XXAHUE
MEP NO OBECNEYEHUIO BE3OIMNACHOCTU NEPCOHAJIbHbIX OAHHbIX,
HEOBXOOUMBIX AN OBECNEYEHUA KAXOO0IO U3 YPOBHEWN
SAWWULWLEHHOCTU NEPCOHAJIbHbBIX AAHHbLIX

YcaoBHOE Coneprxanue Mep 1o 00ecrieyeHH 0 0e30ITaCHOCTH MEPCOHANBHBIX TAHHBIX YpoBHu
0003HauCHUE U 3aIIUIEHHOCTH
HOMEp MepHbl MIepCOHATBHBIX
JTAHHBIX
413211
I. Unentudukanus u ayreHTU(UKaIMI CyOBEKTOB focTyna U 00bekToB focryna (MAD)
HA®.1 Vinentudukarms w  ayremtmukamms — momp3oBatened,  smmmommxca| T | Y[ T | T
a00THHKaMH onlepaTopa
NA®.2 nenTudukanus U ayreHTH(UKAIUS yCTPOMCTB, B TOM YHCIIE CTAllMOHAPHBIX, Lt
MOOWJILHBIX U MIOPTAaTHBHBIX
UAD.3 Vipaenenne wnueHTHQHKATOpaMH, B TOM u€HMcie cosmamme, mpucsoemme,| T [t [ T | T
[YHUYTOXKEHHE UICHTH()UKATOPOB
NAD4 VnpaBienne cpeicTBaMH ayTeHTH(MKALINH, B TOM 4HCie Xpadenme, Bpigada,| + | ¥ [ * | F
MHUIATH3a1ys, OJOKUPOBAHHUE CPEACTB ayTeHTU(HKAIMK U NPUHATHE MEpP B
ciiydae yrpathl U (MIIM) KOMIPOMETAIMK CPEJICTB aYyTEHTH(PUKALINHI
VAQD.5 Banita 0OpaTHO CBA3M P BBOJE ayTEeHTU(HUKAIIMOHHOW HH(OPMaINK s I
VAQD.6 Vinentndukarus u  ayTeHTH(MKAIMs —roib3oBateneil, He smusmommxcs| T |t
[paboTHHKaMK oniepaTopa (BHEITHHUX MOJIb30BaTeIeH)
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II. YpaBnenue nocrynoM cyobpekToB qoctyna Kk oobekram pocryna (YIT1)

VIIA.1

praBJ’IeHI/Ie (BaBeI[eHI/Ie, aKTHuBalud, 6J'IOKI/IpOBaHI/I€ u yHI/I‘-ITO)I(eHI/IC)

lY4€THBIMU 3aI1MCAMU HOIH)30B3TCJ'ICI71, B TOM YHCJIC BHCIIHUX M0JIb30BaTeNCH

VIIZL.2

Peanu3anysi HEOOXOAMMBIX METOAOB (AMCKPELMOHHBINA, MaHIATHBIA, POJIEBOM
WM WHOM MEeTOJ), THIOB (YTEHHE, 3aIKCh, BBIOJHEHHUE WJIM WHOW THII) H

[TpaBHJI pa3rpaHUueHUs J0CTyIa

VI3

Vropasinenne  (QunpTpauns, MapmipyTu3aunus, KOHTPOJb  COEIMHEHHH,
0/IHOHATIpaBJIeHHAs nepenaya u HHbBIE CHOCOOBI yIpaBiieHUs)
MHQOPMALMOHHEIME ~ TOTOKAaMH  MEXIY  YCTPOWCTBaMH,  CErMEHTaMy

MH(OPMALIOHHON CHCTEMBI, a TAKKe MEKAY HHPOPMAIMOHHBIMHI CHCTEMAMH

VL4

PazneneHue mosHOMOUMit (pojieii) mosb3oBareneli, aMUHUCTPATOPOB H JIUI,

oOecnieunBaronMX QYHKIIMOHUPOBaHUE HHPOPMAI[HOHHOIN CUCTEMBI

VIS

HasnaueHne MHHUMAaIBEHO HEOOXOIUMBIX NIPAaB U MPUBHIETHH IOJIB30BATENSM,
aIMUHUCTpAaTOpaM W JMmaM,  oOecreyuBalomuM  (YHKIMOHHPOBAHUE

MHDOPMAITMOHHON CHCTEMBI

VIIL.6

OrpaHndyeHHe HEYCIEIIHBIX IIONBITOK BX0Ja B HH(M)OPMAIMOHHYIO CHCTEMY

(moctymna K HH)OPMAIIMOHHON CHCTEME)

VIIL7

[TpenynpexaeHue NONb30BaTeNs [IPU €ro BX0Je B MHGOPMAUOHHYIO CUCTEMY O
TOM, 4TO B MH(GOPMAIMOHHOI CHCTEME peaIu30BaHbl MEphl MO 00ECIeueHHIO
0€3011aCHOCTH IEPCOHANBHBIX MJAHHBIX, U O HEOOXOJUMOCTH COOIIOJCHUS

YCTAaHOBJICHHBIX OIIEPATOPOM IIpaBUJI 06pa6OTKI/I TNEPCOHAJILHBIX TaHHBIX

VI8

OnoBeleHre IMOJIb30BaTEs IOCTE ycoemHoro BXoOJa B I/IH(l)OpMaI_[I/IOHHy}O

CHCTCMY O €T0 IMPEAbIAYIIEM BXOJC B I/IH(i)OpMaIlI/IOHHyIO CUCTEMY

VIIL.9

OFpaHI/I'{eHI/Ie Yuncia mnapajuICJIbHBIX CEaHCOB JOCTYIIa IJIA Kaxxoi y'ieTHOI?I

3ancu 1osabp30BaTelIst HHPOPMALMOHHOM CHCTEMBL

VI 10

briokupoBaHue ceaHca JocTyna B HMHGOPMAlMOHHYIO CHCTEMY IOCIE
[YCTAaHOBJICHHOT'O BpeMeHH Oe37eiCTBHS (HEaKTHBHOCTH) IMOJIb30BATENS WU MO

ero 3ampocy

VIJL11

Paspemenne  (3ampeT) EeHCTBUIT  TONB30BaTellel, pa3pemIeHHBIX [0

MIeHTU(DHUKAIMY 1 Ay TeHTHQUKAIUH

VIJL.12

[Monnepxka W cCOXpaHeHHE aTPHOYTOB 0€30MacHOCTH (METOK 0e30MacHOCTH),

cBsI3aHHBIX ¢ MH(OpMaIeH B Ipoliecce ee XpaHeHHs1 H 00pabOTKH

V.13

Peanuzanus 3alIUIICHHOr0 YAAJICHHOIO JOCTYIIa Cy6”beKTOB JA0CTylla K
0OBeKTaM JA0CTyIIa 4€pe€3 BHCIIHUC I/IH(bOpMaL[I/IOHHO-TeHeKOMMyHI/IKaL[I/IOHHBIe

CETHU

VIIJI.14

PeFHaMeHTaL[I/ISI U KOHTPOJIb HCIIOJIb30BAHUA B PIH(I)OpMaI.[HOHHOfI CUCTEME

[TEXHOJIOT U 6GCHpOB0,I[HOFO J0CTyIna

VIL.15

PeFJ’IaMeHTaL{I/Iﬂ U KOHTPOJIb HCIIOJIB30BaHUS B HH(I)OpMaLIHOHHOﬁ CHUCTEME

MOOHIIBHBIX TEXHHUECKHX CpE€ACTB

VI 16

Yrpasienue B3auMoAelcTBUEM ¢ MH(OOPMAIIMOHHBIMH CHCTEMaMU CTOPOHHHX

oprannzanuii (BHEIHNE HHOOPMAIIMOHHBIE CHCTEMBI)

VI 17

(OGecrnieueHre JOBEPEHHO 3arpy3KH CPEJICTB BEIYUCIUTEIbHON TEXHUKU

I11. Orpanngenue nporpammuoii cpenst (OIIC)

OIlC.1

Ynpasnenue 3amyckoM  (oOpallleHHsMH)  KOMIIOHEHTOB  IPOTPaMMHOTO
oOecrieyeHHs, B TOM 4YHCJIE OIpEICICHUE 3allyCKaeMbIX KOMITOHEHTOB,
HacTpolika MapaMeTpoB 3alycka KOMIIOHEHTOB, KOHTPOJIb 3a 3aIlyCKOM

KOMITOHEHTOB MPOTPAMMHOT0 00eCTIeUeHHS

OIIC.2

Yrnpasienue ycTaHOBKOH —(MHCTa/ULAMEH) KOMIIOHEHTOB IIPOTrPAaMMHOIO

O6GCHC‘1€HI/I$I, B TOM 4YHCJIC ONPCACICHUC KOMIIOHCHTOB, MOJJIC)KAIINX]




[ycTaHOBKe, HacTpoiika NapaMeTpoB YCTAHOBKM KOMIIOHEHTOB, KOHTpOJIb 3

[yCTaHOBKOI KOMIIOHEHTOB IIPOrPAMMHOT0 00€CTIeYeHHS

OIIC.3

VcranoBka — (MHCTQUIALMSI) TOJNBKO — PaspelieHHOr0 K  HCIOJIb30BaHUIO

mporpamMMHOro obecriedeH sl U (MJIM) ero KOMIOHEHTOB

OIIC 4

YrpasieHne BpeMeHHBIMH (aimaMu, B TOM YHCIE 3alpeT, pa3pelIieHHe,

epeHanpaBieHUe 3alKCH, YAAICHHE BPEMEHHBIX (ailIoB

IV. 3anura ManMHHBIX HOCUTENEH epcoHANBHBIX AaHHBIX (3HN)

3HH.1

[YyeT MarmmHHBIX HOCUTEIICH TICPCOHAJIBHBIX JaHHBIX

3HHN.2

anaBneHHe JOCTYIIOM K MaIIMHHBIM HOCUTCIIAIM IICPCOHATIBHBIX JaHHBIX

3HN.3

KOHTpOHL MCPEMEIICHNA MallUMHHBIX HOCHUTEIEH TICPCOHATIBHBIX JTaHHBIX 34|

[Tpeiestbl KOHTPOJIUPYEMOM 30HbI

3HW1.4

ckimoueHue BO3MOXHOCTH HECAaHKIITUOHUPOBAHHOTO O3HAaKOMJICHUA C
COACPIKAHNEM IEPCOHAJIBHBIX NAaHHBIX, XPpAHANIUXCA Ha MAalIMHHBIX HOCUTECIIAX,
158 (I/IJ'II/I) HCIOJIb30BAaHUSI HOCHUTEJNICH NEPCOHAJIBHBIX HAaHHBIX B HHBIX

HH(bOpMaI_II/IOHHI)IX CUCTEMax

3HN.5

Kontponb ucnone3oBaHus uHTepdeiicoB BBoja (BbIBOAA) HMHpOpManuy Ha

MAIIMHHBIC HOCUTEJIN NCPCOHAJIBHBIX JJAaHHBIX

3HN.6

KOHTpOJ’IL BBOJa (BLIBOJ.'[B.) HH(bOpMaLII/II/I Ha MallluHHBIC HOCHUTCIIN

TICPCOHAJIbHBIX JaHHBIX

3HN.7

KOHTpOJ’IL IOAKJIFOYCHUA MalllMHHBIX HOCHUTENeH TICPCOHAJIbHBIX JaHHBIX

3HH.8

YHHUYTOXKEHHE (CTHpaHWEe) WM OO0C3IMYHMBAHWE NEPCOHAIBHBIX JAHHBIX Ha|
MaIMHHBIX HOCHTENSAX MPH HX IIepeaade MeXTy MMOJIb30BaTeNIIMH, B CTOPOHHIE
OpraHM3aMy JUIl peMOHTA WIN YTHIA3AIHHU, & TaKKe KOHTPOJIb YHHYTOKEHUS

(cTupanust) WK 003 THYHBAHUS

V. Perucrpanus coowituii 6esonacuoctu (PCB)

PCB.1

Onpenenenue coObITUH 6€30MACHOCTH, MOIEKAIUX PETUCTPALIUU, U CPOKOB HX

XpaHeHus

PCB.2

OnpeneneHue cocTaBa U cofepkaHusi HHYOPMAIUU O COOBITUAX 0€30IaCHOCTH,

10 U1e)Ka X pEruCTpaluu

PCB.3

(COop, 3amuch U XpaHeHHe MH(OOPMAIK O COOBITHSX 0€30IIaCHOCTH B TEUCHHE

YCTAHOBJICHHOT'O BPEMCHU XPAaHCHUA

PCb.4

PearnpoBanne Ha cOOM MPU PETHCTPALUH COOBITHI 0E30MaCHOCTH, B TOM YHCIIE
armapaTHBIE ¥ IPOTrpaMMHBIE OIIMOKH, OO B MexaHU3Max cObopa nHdopmamy

1 TOCTHOXKCHHUE TTpEACIa UIIN NEPCTTIOJIHCHUSA o0beMa (eMKOCTI/I) maMATHU

PCB.5

MOHUTOPUHT  (IPOCMOTpP, AaHalM3) pe3ylbTaTOB PETUCTPAlMU  COOBITHH

0€30IacHOCTH 1 pE€arupoBaHUC Ha HUX

PCB.6

[‘eHepupoBaHHE BPEMEHHBIX METOK W (WJIM) CHHXPOHHU3AIMS CHCTEMHOTO

BpeMeHH B MHOPMAIIMOHHOHN CHCTEME

PCB.7

Bamyra nHGOpMaIMK 0 COOBITHAX OE30MTACHOCTH

VI. AntuBupycHas 3anmra (AB3)

AB3.1

Peanuzanus aHTHBprcHOfI 3allUThI

AB3.2

(OOHOBICHUE 0a3bl JAaHHBIX  IIPU3HAKOB  BPCAOHOCHBIX KOMIIBHOTCPHBIX]

rporpamMM (BUpYCOB)

VII. O6Hapyxenue Bropxenunii (COB)

COB.1

(O6HapyxeHHe BTOP)KEHUH

COB.2

(O6HOBIIEHHE 6a3b] pelaoIUX TPaBUII

VIII. Kontpons (aHanu3) 3alMIIEHHOCTH NepCOHANIBHBIX AaHHBIX (AH3)

AH3.1

BI)IS[BJ'IQHI/IQ, aHallu3 yﬂSBHMOCTefI I/IH(I)OpMaHI/IOHHOI‘/'I CHUCTCMBI U OIICPATHBHOC

YCTpaAHCHHEC BHOBb BBISIBJICHHBIX yﬂBBI/IMOCTeI‘/‘I

AH3.2

KOHTpOJ’IL YCTaHOBKH OOHOBJICHHIA IporpaMMHOro 066CH6116HI/I$I, BKJIFO4ast




0OHOBJICHHE MPOTPAMMHOT0 00ECTICYCHUS CPEJICTB 3aIIUThI HHPOPMAIIH

AH3.3

KoHTponmb paboOTOCIIOCOOHOCTH, TMapaMeTpOB HACTPOWKH U TNPAaBHIIBHOCTH
(OYHKIMOHUPOBAHMS MNPOTPAMMHOTO OOECIIeUeHHMsT U CpPEeACTB  3allIUTh]

MHpOpMAaITH

AH3.4

KoHTpONb CcOCTaBa TEXHWYECKHX CPEACTB, IPOTPaMMHOrO oOOecHedeHus |

cpeAcTB 3amUTHl HHQOPMAITHH

AH3.5

[KoHTpOIb TpaBHiI TeHepanuyu ¥ CMEHBI Mapojel MOoJIb30BaTelNieil, 3aBeeHus 1
[yIaJeHnsT ~ YYeTHBIX  3alucell  IONb30BaTeNell, peanu3alyd  MPaBUIl
[pa3rpaHUYeHUs] JIOCTYyIa, IOJHOMOYHMI TIOJIb30BaTeield B WH(OPMAIOHHOM

CUCTCMC

IX. ObecrnieueHue 11€10CTHOCTU HUH(POPMALMOHHOM CHCTEMBI M IEpCOHANbHBIX JaHHbIX (OLLJI)

OLUL1

[KOHTpOJIb [ETOCTHOCTH MPOTPaMMHOTO OOecHeyeHus], BKI0Yasi MpOorpaMMHOE

oOecrieyeHne CpeICTB 3alUThl HHPOPMAIH

OLUL2

KOHTpOHL LECIOCTHOCTH NEPCOHAIBHBIX HAaHHBIX, COACPXKAIIUXCA B 6azax

[TaHHBIX HHGOPMAIIMOHHON CUCTEMBI

OLUL3

(OOecrieucHrEe BO3MOKHOCTH BOCCTAHOBJICHHS IporpaMMHOI0 066CH€'{€HI/I${,
BKJIFOYast IMPOTpaMMHOC obecricueHre CpE€ACTB 3alllUThI I/IH(i)OpMaIII/II/I, npu

[BOSHUKHOBCHHWH HCIITATHBIX CI/ITyaLII/Iﬁ

OLUL4

(OOHapyXeHHe U pearupoBaHUe Ha IOCTYyIUIEHHE B MH(OPMAIIMOHHYIO CHCTEMY)
He3alpalluBaeMbIX 3JIEKTPOHHBIX COOOLIEHUH (MuceM, TOKYMEHTOB) U HMHOH
mHGopMaly, HE OTHOCAMUXCS K (YHKIMOHMPOBAHUIO HH(GOPMAIMOHHOM

cucTeMbl (3alTa OT crama)

OLUL5

KoHTponb copepkaHus HHGOpMALUH, INepenaBaeMod M3 MH(POPMAIMOHHON
cucteMbl (KOHTEGHHEpHBI, OCHOBAaHHBIH Ha CBOWCTBaX OOBEKTa JOCTyMa, H
(MIM) KOHTEHTHBIH, OCHOBAaHHBIH Ha IIOMCKE 3alpelIeHHOW K mepeaaye
HopMalM ¢ HUCIOJb30BAHUEM CUTHATYyp, MAacOK U HHBIX METOMAOB), U
MCKITIOUEHNEe HEMpaBOMEpPHOH mepenaud MHGopMauuu U3 HHGOPMAIMOHHOHN

CUCTCMbI

OLUL6

OrpanuyeHue @paB  IoJb30BaTeleid 1Mo  BBOAY  uH(opMmamuu B

H(OPMALIOHHYIO CUCTEMY

OLUL7

KOHTpOIIL TOYHOCTH, TIIOJITHOTBI W TNPABUIIBHOCTH HOaHHBIX, BBOIAWMBIX B

MH()OPMALIMOHHYIO CHCTEMY

OLUL8

KoHTpOJIb OIIMOOYHBIX ASHCTBHI MOJB30BATENeH MO BBOAY M (WIIM) Mepenade
epCOHANBHBIX AaHHBIX M MPEAYNpPEKICHUE MOJb30BaTeNied 00 OMMOOYHBIX

InericTBHAX

X. Obecriedenne JOCTYIMHOCTH MepcoHabHBIX HaHHBIX (O/1T)

OJIT.1

Mcnionb30BaHME OTKA30yCTONUMBBIX TEXHUUECKUX CPEACTB

OJT.2

PesepBUpOBaHNE TEXHHUYECKHX CPEJICTB, MPOrPAMMHOI0 OOecreYeHusl, KaHaJIOB
mepenayst  WHPOpMANWHM,  CPEACTB  olecrieueHUs  (YHKIMOHHPOBAHUS

MH)OPMAIIMOHHON CUCTEMBI

OHT.3

KonTpons  0e30TKa3HOro  (DYHKIMOHHUPOBAaHMSA  TEXHUYECKUX  CPEJCTB,
0OHapyXeHHEe U JIOKAJIN3aIHsl OTKa30B (YHKIMOHUPOBAHHS, IPUHATHE MEp IO

[BOCCTAHOBJICHHWIO OTKa3aBIIUX CPEACTB U UX TCCTUPOBAHUC

OJIT.4

HepI/IOZ[I/I‘ICCKOC PE3CPBHOC KOIMMUPOBAHUE NMEPCOHAJIBHBIX JaHHBIX Ha PE3CPBHBIC

MAIITMHHBIC HOCUTEJIN NEPCOHAJIBHBIX JaHHBIX

OHT.5

OOecrieueHre BO3MOXKHOCTH BOCCTAHOBJICHHMS II€PCOHAJBHBIX JIAHHBIX C
[PE3EpBHBIX MAIIMHHBIX HOCHUTENEH NMEePCOHAIBHBIX JAHHBIX (PE3epBHBIX KOIHN)

B TCUCHNEC YCTAHOBJICHHOIO BpEMEHHOI'O MHTCpBaJIa

XI. 3amura cpensl Bupryanusamuu (3CB)

3CB.1

|I/IzLeHTI/I(1)I/IKauI/Is{ W ayTeHTUHUKALKS CyOBEKTOB IOCTYIAa U OOBEKTOB IOCTYIIA B|

R




BUPTYaJIbHOM HHOPACTPYKType, B TOM YHCIE aJIMHHUCTPATOPOB YIPAaBICHUS

cpecTBaMy BUPTYyaIM3alluu

3CB.2

Vrpasienne 1oCTymoM CyOBEKTOB JOCTyma K oObekTaM JocTyma B

BUPTYaJIbHOM HHOPACTPYKTYPE, B TOM YHCIIE BHYTPH BUPTYAJIbHBIX MAIIHH

3CB.3

PerucTparust coObITHIT 6€30MACHOCTH B BUPTYaJIbHON HHPPACTPYKTYpE

3CB4

Vropasienne — (GuibTpamms, MapHIpyTH3alMs, KOHTPOJIb  COEOMHEHHS,
0THOHAIIpaBJIeHHAs Mepeiada) MOTOKaMH MHPOPMaluU MEXIY KOMIOHEHTaMH

BUPTYabHOM HMHQPACTPYKTYpBl, a TaKke 10 TEPUMETPY BHPTYaIbHOH

MHPPACTPYKTYPBI

3CB.5

JloBepeHHass 3arpy3ka CepBEpOB BUPTyalu3alldd, BHUPTYaJbHONH MAalIMHBI

(KoHTeliHepa), cepBEpOB yIpaBJIeHUs! BUPTyalu3alueil

3CB.6

YrpapiaeHue InepeMelleHHMEM BHUPTyalbHbIX MAallUH  (KOHTEHHEpPOB) U

O6pa6aTI)IBaeMLIX Ha HUX JaHHBIX

3CB.7

[KOHTpOJIb IEIOCTHOCTH BUPTYaIbHON HHPPACTPYKTYpPHI U €e KoHpuUrypauuii

3CB.8

PezepBHOE KONUPOBAaHHE JAHHBIX, PE3CPBUPOBAHUE TEXHUYECKUX CPEJCTB,
IpOrpaMMHOI0 00ecIedeH s BUPTyanbHON HH(PACTPYKTYPEL, a TAKKe KaHAIOB

(CBSI31 BHYTPH BUPTYaJIbHOM HHQPACTPYKTYPHI

3CB.9

Peamm3amust W ynpaBleHHE AHTHBUPYCHOM 3alUTOW B  BHUPTYAJIbHOH

MHppacTpyKType

3CB.10

PazOnenne BHPTyanbHOH HHQPACTPYKTYpHl Ha CErMEHTH (CErMEHTHPOBAHHE
BUPTYyadbHOH HWHPPACTPYKTYpBI) [UIs OOpabOTKM NEPCOHAIBHBIX JIaHHBIX|

OT/IeTHHBIM MOJIB30BaTeNeM 1 (WIIN) TPYIIION MOJIb30BaTeNel

XII. 3amuTa rexamueckux cpeacts (3TC)

3TC.1

Bamra wHGOpMANMK, 00pabaTbiBAEMOW TEXHUYECKUMH CPEICTBaMH, OT e¢|

[YTCUYKHU 110 TCXHUYCCKUM KaHaJlaM

3TC.2

OpraHuzanusi KOHTPOJIMPYEMOH 30HBI, B TIpefenaXx KOTOPOHW IIOCTOSIHHO
[pa3MeIIAIOTCsl CTalMOHApPHBIE TEXHUYECKHE CpeICTBa, 00padaThIBArOLIHE
mHQOpManMIo, W CpeACTBa 3aumIMTHl WHQOpMALMH, a TaKKe CpelncTBa

oOecrieueHnst PyHKIHOHUPOBAHUS

3TC.3

KoHTponb 1 ympapieHHe (QU3HYECKUM AOCTYIIOM K TEXHHYECKUM CPEACTBaM,
cpencTBam 3aLIUTHI nHpopmanmy, cpencTBam obecrieueHns
(YHKIIMOHUPOBAHHMS, a TaKKE B MOMELICHHS U COOPYXCHHs, B KOTOPBIX OHH
[YCTQHOBJICHBI, MCKIIOYAIONINE HECAaHKIMOHMPOBAHHBIA (H3NYECKHHA ITOCTYI K
cpencTBaM  00pabOTKM HMH(POpMALWK, CpPEICTBaM 3amIUThl HMHOOpPMAIMH |
cpencTBaM oOecrieueHHs (YHKIMOHUPOBAHUS HH(POPMAIMOHHOH CHCTEMBI, B

ITOMCIICHHUA U COOPYXCHUS, B KOTOPbIX OHN YCTAHOBJICHBI

3TC.4

PazMmerieHne ycTpoicTB BbIBoa (0TOOpaXkeHHs) HHGOOPMAIHH, UCKIIOYAIoIIee

cC HecaHKHI/IOHI/IpOBaHHLIfI IIPOCMOTP

3TC.5

BamuTa OT BHEIIHMX BO3ACHCTBUI (BO3ACHCTBHI OKpyXKaiomed cpensl,
HecTaOMIBHOCTH JIEKTPOCHAOKEHNUS, KOHAUIMOHUPOBAHUS M HHBIX BHEIIHHX

(baxTopoB)

XIII. 3amura nHGOPMAIIMOHHOW CHCTEMBI, €€ CPEJICTB,
cHcTeM cBsA3M U nepeaayn nanueix (3MC)

3UC.1

PazneneHue B MHQOpMAIMOHHOW cucTeMe (YHKIMA 1O  yNPaBICHHIO
(aIMMHUCTPUPOBAHUIO) UHPOPMAITMOHHOH CHCTEMOH, YIPaBICHHIO
(aIMUHUCTPUPOBAHUIO) CHCTEMOM 3allIMThI MEPCOHATBHBIX NAHHBIX, (YHKIUMA
Mo 00paboTKe NEepPCOHANBHBIX MAHHBIX M WHBIX (YHKIUH MH(QOPMAIMOHHOM

CUCTCMbI

3UC.2

[IpenoTBpalieHue 3alepKKH WM IPEPbIBAHUSA BBINOJHEHUs IPOLECCOB C

[BBICOKHMM IIPUOPUTECTOM CO CTOPOHBI ITPONECCCOB C HU3KUM IPUOPUTECTOM




31C.3

(ObecrieueHre 3aKUThI IEPCOHANBHBIX JAHHBIX OT PACKPBITHS, MOIUGMHUKALNH H
HaBsI3bIBaHUS (BBOJIA JIOXKHOM HMH(pOpPMAIUK) NpH ee nepenade (MOArOTOBKE K|
epegade) Mo KaHajiaM CBSI3H, HMEIOIIMM BBIXOJ] 3a MPeIesIbl KOHTPOIHPYEMOii

30HBI, B TOM YHCJIC 6CCHpOBOZ[HI>IM KaHaJlaM CBA3H

31C.4

OOeccrieueHre JOBEPCHHBIX KaHaua, MapuipyTa MEXAY aJAMHHHCTPATOPOM,
[MOJIb30BATENIEM M CPEACTBAMU  3alUThl  MHpopMaiuu  (QyHKIUSAME

(0€301IACHOCTH CPEJICTB 3alIMThI HH)OPMAIIHH)

3UC.5

BampeT  HECAaHKIIMOHMPOBAHHOM  yNAJIeHHOW  aKTHUBAllMM  BHIEOKaMep,
MUKpOGOHOB W HWHBIX NepUGEPUHHBIX  YCTPOWCTB, KOTOPBIE  MOTYT,
AKTHBUPOBATHCS yIAAJIEHHO, U OMOBEIIEHUE MOJIb30BaTeNe 00 aKTUBALIUH TaKHX|

[ycTpoicTB

31C.6

[lepeqaya W KOHTPOJb IEIOCTHOCTH aTpuOyTOB 0e€30mMacHOCTH (METOK|
(0€30I1aCHOCTH), CBSI3aHHBIX C IIEPCOHAJIBHBIMHM JaHHBIMH, NPH OOMEHE UMH C

[MHBIMH I/IHCbOpMaL[I/IOHHLIMI/I CUCTEMaMH

3UC.7

KOHTpOJ’IL CAaHKIMOHHUPOBAHHOIO0 M HCKIKOYCHHUC HCCAHKIIMOHHUPOBAHHOI'O
ICIIOIH30BAaHUSI TEXHOJIOTHH MOOHIBLHOTO KOJa, B TOM YHCIEC pErucTpanusi
CO6LITI/II71, CBSI3aHHBIX C HCIIOJIB30BAaHUEM TEXHOJOTHMH MOOHIBHOTO KoOJa, HuXx
QHaJIM3 W pCarupoBaHUEC Ha HapyHIICHUs, CBsA3aHHBIE C HWCIOJIb30BaAHUEM

[TEXHOJIOTU MOOMIILHOTO KOJIa

3UC.8

KOHTpOJ’IL CAaHKIHMOHHUPOBAHHOTO W HCKIOYCHHUEC HECAHKIHUOHHPOBAHHOI'O
MCII0JIb30BAHUS TEXHOJIOTHH nepegayu peyd, B TOM HYHUCIC PpErucrpanusy
CO6LITI/II71, CBSI3aHHBIX C MCIIOJIb30BAaHUEM TEXHOJIOTHI nepeaayu pedyu, Hx
QHaJIM3 W pearupoBaHWEC Ha HapyHICHUs, CBsA3aHHBIE C HCIOJIb30BAHUEM

[TEXHOJIOTUH rnepegavu peun

3UC.9

KOHTpOJIb ~ CAaHKLMOHMPOBAHHOW M  HCKJIIOYEHHE HECaHKLIMOHHPOBAHHOH
epenaul BUACOUH(OPMAIIMY, B TOM YUCIE PETUCTPALUsl COOBITUH, CBA3aHHBIX
c mepenaueil BuACOMH(GOPMAIMY, X aHAJIM3 M PeardpoBaHUE Ha HapYIICHHUS,

cBs13aHHbBIE ¢ epepaueii BuaeonHdpopmanuu

31C.10

[TonTBepKICHUE IPOUCXOXKACHHUS HCTOYHMKA HH(OpMAIMU, IOJy4aeMod B
[mporiecce  OIpeNesieHUsT CETEBbIX aApPEecOB II0 CETEBBIM HMMEHaM WIH

OTIPEACJICHUS CETCBBIX NMCH 10 CCTCBBIM apecaM

31C.11

(OGecrieueHne NOAJIMHHOCTU CETECBBIX COG,[[I/IHSHI/Iﬁ (CeaHCOB BSHHMOHeﬁCTBHH),

B TOM YHCJIC IJId 3alllUTEI OT INIOAMEHBI CETCBBIX ychOﬁCTB " CCPBHUCOB

31UC.12

lcximoueHne BO3MOXKHOCTH OTpHUIaHUA I10JIb30BATCIIEM d)aKTa OTIIPABKH

IICPCOHAJIbHBIX JaHHBIX APYTrOMY IIOJIB30BaTEIIO

31UC.13

cximoueHrne BO3MOXKHOCTH OTpULlaHUuA TI10JIb30BATCIIEM d)aKTa TOJTYy4YCHUS

IICPCOHAJIBHBIX JAHHBIX OT APYroro rnojb30BaTCiIA

31C.14

cnionb30BaHME  yCTPOICTB  TEPMUHAJIBHOTO  JOCTyna il 00paboTKH|

IICPCOHAJIbHBIX JaHHBIX

3UC.15

BamuTa apXuBHBIX (aloB, MapaMeTPOB HACTPOMKHM CPEICTB  3aIIUTHI
H(OpMaK 1 IPOrPaMMHOTO 00ECTIeYeHHs U NHBIX JaHHBIX, HE MOJJIeKALIUX

M3MEHEHHIO B mpolecce 00paboTKH MEPCOHAIBHBIX JAHHBIX

3UC.16

BriaeieHue, aHanu3 U OJIOKMPOBaHUE B MH(MOPMAIMOHHOHN CHCTEME CKPBITHIX
kaHaJoB Ieperaud MHGoOpMarK B 00XO0J PEATU30BAHHBIX Mep WIH BHYTPH

a3PCIICHHBIX CCTCBLIX IMPOTOKOJIOB

3UC.17

PazOuenne WHGOPMAIMOHHOH CHCTEMBI Ha CETMEHTH (CerMEHTHPOBAHUE
MHPOPMAIMOHHON CHUCTEMbI) M 00ECIICYCHUE 3aIUTHI MEPUMETPOB CETMEHTOB

H(OPMALIIOHHON CHCTEMBI

3UC.18

OGecrieueHne 3arpy3kd ¥ HMCHOJNHEHUS IPOTPaMMHOrO OOECICUeHHs] ¢




MAIIMHHBIX HOCHUTETIEH TICPCOHAJIBHBIX JAHHBIX, JOCTYIHBIX TOJBKO IS YTCHUA,

1 KOHTPOJIb IEJIOCTHOCTH JAHHOI'O NIPOIrpaMMHOI0 obecreyeHus

3UC.19 301151111131 TIpo1ieccoB (BBITIOJIHEHUE MTPOTPAMM) B BBIJICIICHHOM 00J1aCTH MaMSITH

31C.20 Bampra OECHpPOBOAHBIX COEAWHEHUH, NPUMEHICMBIX B HWH()OPMAIMOHHOM L A
crcreme

XIV. BoisiBneHne HHIMICHTOB 1 pearnpoBanue Ha HuX (MTHLI)

MHIL 1 OnpeneneHue ML, OTBETCTBEHHBIX 32 BBISBICHHE HHIUICHTOB U pearnpoBaHue Lt
Ha HUX

VHIL2 (OOHapy)xeHHe, HASHTU(DHUKAIMS 1 PETHCTPALSI HHIIUICHTOB ot

VHIL3 CBoeBpeMeHHOe HH(QOPMHUPOBAHUE JIMI, OTBETCTBEHHHIX 3a BBIABIICHUE Lt
MHLIMIEHTOB M pearupoBaHHe HAa HHUX, O BO3HHUKHOBEHHHM HHIIMJICHTOB B
MH(OPMALIOHHON CHCTEME TOJIB30BATESIMU U aIMUHHCTPATOPAMHU

VHIL4 IAHAaNM3 MHIUJICHTOB, B TOM YHCIIC OMpEJACICHHE HWCTOYHUKOB W TNPHYHH Lt
BO3HHKHOBEHHS MHIIMJICHTOB, a TAK)KE OLIEHKA WX MOCJIEICTBUI

VHILS [TpuHsTHE MEp 10 YCTPAHEHHIO MOCIEICTBUI HHIIUACHTOB 7

VHIL6 [[naHupoBaHWE W TMpPUHATHE MEp MO IPENOTBPALICHUIO IOBTOPHOTO

BO3HHMKHOBEHHS MHIIMJICHTOB
XV. Ynpasnenue koHpurypauueit ”HGOpMAIMOHHON CUCTEMbI U CUCTEMBbI 3alIIUThHI NEPCOHAIBLHBIX TaHHBIX (YK®D)
YKO®.1 + |+ | +

OnpezneneHue 1L, KOTOPBIM pa3pelleHbl AeHCTBUS 110 BHECCHUIO U3MEHEHHH B
KOHQUTYpaLuio HHOOPMAIIMOHHOW CHCTEMBI 1 CUCTEMBI 3aIIHUThI IEPCOHATBHBIX

JTAHHBIX

YK®.2 yr[paBJ'ICHI/IC U3MCHCHUAMU KOH(i)I/IpraHI/II/I PIH(l)OpMaHPIOHHOﬁ CUCTEMBI H

CHCTCMBI 3allIUTHI [IEPCOHAJILHBIX JaHHBIX

YK®.3 AHanu3 MOTCHIUAJIBHOI'O BOSZ[CﬁCTBI/IH TUTAaHUPYEMBIX U3MCHEHUH B

KOH(UTYpauy HHPOPMALIMOHHOW CHCTEMBI U CHCTEMBI 3aLlIUTHI IEPCOHABHBIX
JTAHHBIX Ha obecrieueHue 3allMThl NEPCOHAJIBHBIX NAaHHBIX KW COINIACOBAHUE
M3MEHEHWH B KOHQUrypauuud HH(POPMALMOHHOW CHCTEMBI C JOJDKHOCTHBIM
oM (paOOTHHKOM), OTBETCTBEHHBIM 3a oOecHedeHHe O0e30MacHOCTH

TNICPCOHAJIbHBIX JaHHBIX

YK®.4 JlokyMeHTHpOBaHUE MH(GOPMAIUU (IaHHBIX) 00 M3MEHEHUSX B KOHGUTypaIruu

MH(i)OpMaLlPIOHHOﬁ CUCTEMbI 1 CUCTEMbI 3allIUTHI IECPCOHAJIBHBIX TaHHBIX

"+" - Mepa mo obecrneueHNI0 OE30NMaCHOCTH MEPCOHAIBHBIX JIAHHBIX BKJIIOYEHA B 0a30BBIN
HaOOp Mep JIJIsi COOTBETCTBYIOMIETO YPOBHS 3AIIUIEHHOCTH TIEPCOHABHBIX JaHHBIX.

Meps! 1o o0ecnieueHno 0€30MacCHOCTH NMEPCOHATIBHBIX JAHHBIX, HE 0003HAYEHHBIE 3HAKOM
"+", INpUMEHSAIOTCS NpU ajanTaluu 0a30BOro Habopa Mep M YTOYHEHHUH aJlalTUPOBAHHOTO
06a3zoBoro Habopa Mep, a Takke TpH pa3pabOTKe KOMIIEHCHUPYIOIIMX MEp MO0 00eCTeUeHHIO
0€30MacHOCTH NMEPCOHAIbHBIX TAHHBIX.



